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The Reuters Institute’s annual report on Digital News for 2019 found that Indians get their online news dominantly on mobiles. It noted the increasing popularity of WhatsApp and Facebook.



Social Media users in India



Social media and Social Media Networks

Dept of Electronics and Information Technology’s Draft 
of the ‘Framework and Guidelines for Use of Social Media 
for Government Organisations’  says, “ social media has 
become synonymous with social networking sites like 
Facebook, YouTube, and micro-blogging sites like 
Twitter. It can hence be broadly defined as any “web or 
mobile based platform that enables an individual or 
agency to communicate interactively and enables 
exchange of user content.”



❖ For the Indian government, the internet remains the chosen 

platform for socio-economic empowerment schemes, which also 

makes India uniquely dependent on internet platforms for its 

development while at the same time heightens the risks of India’s 

vulnerabilities.

❖ Can social media act as a force-multiplier for national security?



Defining the problem

❖ Conflict today is largely : asymmetric and characterised by a battle for 

ideas or ideologies ; is conducted in an all pervasive media ecology

where even local operations acquire a global context. 

❖ Informing public opinion and consensus building on 

strategies/responses adopted by the state has become central to the 

idea of legitimacy of  action. 

❖ Strategic communication hence is defined “as a means of pursuing the 

ends of national strategy, both at home and overseas, and thus 

establishing a transmission line between policy, strategy and action.” 
❖ Source*: Strategic Communications and National Strategy” A Chatham House Report : Paul Cornish, 

Julian Lindley-French and Claire Yorke , Sep 2011 accessed on 

https://www.chathamhouse.org/sites/files/chathamhouse/public/Research/International%20Security/r0

911stratcomms.pdf

https://www.chathamhouse.org/sites/files/chathamhouse/public/Research/International Security/r0911stratcomms.pdf


Defining the problem : Failures

❖ Governments criticised for lacking strategic coherence in communicating the 

larger message which underpins its strategy . (shifting policy goal posts /need for 

instant results / efforts individual not institution driven) 

❖ The approach adopted often is ad hoc, exercised in narrow media management 

and propaganda (crisis diffusion) terms and not envisaged as a force multiplier.

❖ Inordinate attention has been paid to the co-ordination and tools of the 

message rather than the message itself. (turf wars/ duplication , reduced 

efficiency)

❖ Biggest disruptor : Social media feeding “new media challenge”

❖ Revolutionised  information exchange - real time, challenged information 

hierarchies, opened up access, decentralised with unprecedented reach, 

visibility and impact. 

❖ Fake News



Perils of the medium: Fake News , Rumours and 
Conflict  

❖ There is a whole alternate media universe that has been spawned via social 

media where rumours, Photoshopped pictures and canards go viral faster 

than a news story can. This is a global phenomenon. 

❖ Eg: A decade-old picture of two Hmong children comforting each other in 

north Vietnam has been peddled on the Internet as “two Burmese orphans”, 

"victims of the Nepal earthquake" and even the Syrian civil war.

❖ “WhatsApp has become the most popular platform sharing news — whether 

real or fake — because it is so easy to use,” CMS Medialabs

❖ WhatsApp has 160 million monthly active users compared with 155million 

for its owner, Facebook. Only a phone number required to use service / 

mass messaging (256 people at a time) /end to end encryption.



Social Media : A Threat or opportunity?

UP Riots 2013 : Fake  old video 
originating from Sialkot in Pakistan  used 
to stoke communal tensions . 
Centre and UP government  blame 
misuse of social media . Some Chief 
Ministers call for regulation and ban.

NE Exodus 2012: Mass exodus of northeast 
Indians from cities following rumours of 
Muslims seeking revenge for riots in Assam.
Hate campaign  triggered using SMS and web 
pages. 
Govt bans bulk sms and blocks over 250 web-
pages  
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The ‘Branding’ of ISIS

❖ Poster child of global VEO with its dramatic and effective exploitation of social media. 

❖ Made brutality a selling point , making fear a virtue 

❖ recognizable iconography—the flag, the colors, the high-production video openers

❖ Disseminate slick yet violence-ridden propaganda videos, promote its religious ideology and 

state-building efforts, and make one-on-one connections with prospective recruits. 

❖ Capitalized on a small group of “hyperactive users” whose high volume and concentrated 

bursts of Tweets help land ISIS hashtags and messages on top trending charts 

❖ Use small cells of influencers who, though outside the ISIS area of operations, play an 

outsize role in providing “encouragement, justification, and religious legitimacy for fighting”

❖ Inspired ‘lone wolf’ attacks

❖ Packaged content for 24x7 media consumption, re-enforced and amplified brand ISIS



❖ 90,000 ISIS supported accounts, recruited 30,000 foreign fighters to Iraq and Syria. 

❖ ISIS supporters selected English as their primary language when using Twitter and had 

an average of about 1,000 followers each (minimum)

❖ Key messages : 

❖ ideology : anti-west, amplifying sectarian divide, creating a prototype for a caliphate, 

focus on youth to ‘disrupt old order’

❖ project image of strength ,victory and invincibility

❖ excite those with violent tendencies, pair extreme violence with moral justification for the 

caliphate

❖ manipulate perceptions to incite demand for military action and then discredit it

❖ recast action against ISIS as action against Muslims by highlighting civilian casualties.



Countering ISIS : Challenges

❖ Volume and scale of content

❖ Speed of content production

❖ Identifying supporters and opposition

❖ Chief US Center for Strategic Counterterrorism Communications (CSCC): 

❖ “There is a fantasy which exists in Washington, which is this: That somehow if you put 

magic social media or public diplomacy pixie dust on a problem, it will go away. It’s not 

that ISIS is so great. It is that the response against ISIS is both limited, and weak.”

❖ Dismantling Twitter feed is a temporary solution, challenge is the wide range of 

audiences to target with counter propaganda.

❖ "You've got very hard-core members, so it's going to be very hard to pull them back or to 

convince them that ISIS is not the group to follow. But then you've got fence sitters that 

are looking to figure out what they want to do with their lives and how they define 

themselves. I think our messaging has to try to address all of that. The challenge has 

been we haven't done it very well, we haven't figured out how to amplify the credible 

voices that are out there, particularly in Muslim communities.”-CSCS Chief



ISIS In India

❖ Since 2015, National Investigative Agency has made close to 100 

arrests.

❖ ISIS has found sympathisers in Kerala, Telangana,Karnataka, Tamil 

Nadu, Maharastra, Uttar Pradesh, Andhra Pradesh, Delhi, Jharkhand, 

Jammu and Kashmir and West Bengal.

❖ Online Radicalisation and Social media used to draw in potential 

recruits, influence, train and co-ordinate movement to ISIS territory. 

❖ The Indian Mujahideen’s splinter group Ansar-ut Tawhid fi Bilad al-hind 

has pledged allegiance and fronting this effort with handlers in Syria.



ISIS Threat to India : The CVE Challenge
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ISIS In India : Reasons to Worry

❖ NIA investigations of ISIS India sympathisers reveal that 70% Indians arrested, 

detained or counselled for links to ISIS were from middle and upper middle class 

families, with half of them holding graduate degrees and 23% completing their 

masters. Only a quarter of them had religious degrees. 

❖ In contrast, majority of 645 terrorism suspects interrogated between 2000 and 

2014, before the rise of ISIS, were from poor families, uneducated and had no 

desire for global jihad.

❖ Educated, middle-class youngsters in India appear to be more drawn to ISIS and its 

propaganda. Social media propaganda identified as driving this shift.

❖ Data suggests a direct correlation between key events with religious undertones in 

India and spikes in internet traffic from the country to jihadist websites over the past 

two years.

❖ India’s is trying to buff up its capacities to build effective counter narratives, but scale 

volume of ISIS propaganda online is staggering.



▪Dangerous Fallout on National Security

❖ ISIS Propaganda Fuelling Competition between Terror Groups 

on Social Media : ISIS and AQIS directing messages  towards the 

“Indian Muslim” to join their cause or face the consequences

❖ Bandwagoning effect in local terror outfits: Irrespective of 

whether or not they agree with the ISIS ideology, extremist 

outfits have latched on to brand ISIS in a bid to garner attention. 

❖ Inspiring Lone wolves,“Overt War of Ideas” and Recruitment by 

Indian Insurgent Groups: blatant use of social media propaganda 

by the ISIS has inspired insurgent groups in India to ‘overtly’ 

exploit potential of social media to attract recruits.



ISIS In India: Online Radicalisation

❖ (bas

Step 1: Posting messages on Facebook, 

requesting ‘likes’ and ‘shares’

Step 5: Exchange of phone numbers, Skype 

IDs and other means of communication

Step 2: Develop contacts with person who has 

‘liked’ or ‘shared’ the post

Step 6: Meeting in person with the 

intermediaries 

Step 3: Getting them to share more radical 

content

Step 7: Further action based on the willingness 

and abilities of the subject to join the ISIS.

Step 4: If seriousness is shown, explaining the 

route and logistics to reach Islamic State



Indian Response to IS using Social Media

❖ The Indian government banned the IS in December 2014 under the Unlawful 

Activities Prevention Act.

❖ MHA announced in December 2015 testing the ideas of a multi-agency 24/7 Social 

Media Analysis Center to monitor online recruitment.

❖ De-radicalisation process three tiered : macro level, through preventive arrests, 

at the second level, counter-narratives to discourage the youth and give 

incentives to renounce violence and, at the third, to work at the micro level with 

individuals.

❖ Outreach out to the Imams of various Muslim communities in India, to use their Friday 

sermons to address the youth on why rejecting the ISIS-ideology should be their call 

of duty. Over 1,050 Indian Islamic scholars and clerics have issued fatwa against the 

ISIS, describing its acts and actions as against the basic tenets of Islam.

❖ A WhatsApp group of around 150 maulanas has been created to devise a 

communication strategy to prevent radicalisation of youths.





Preview of Betey Hair Hum Kashmir Ke

The Burhan Wani Case 



Social Media Campaign after the death of Burhan Wani



Two Sides of the Internet Ban in the Valley 



SOCMINT : Tools and Analysis

❖ Law enforcement agencies across the globe are using a superior form of 
‘Open source Intelligence’ to engage, collate analyse and predict scenarios ie 
Social media intelligence (SOCMINT)

❖ Social network analysis includes studying social networks online and offline  
and establish relationships and predict incidents.

❖ Language and sentiment analysis is used to identify patterns in linguistic 
content that reveal insights on events and behavior.

❖ Crowd sourcing and crowd mapping techniques are also used to collate 
information and draw inferences on hotspots or traffic on the internet and 
enhance accuracy.

❖ BIG DATA Analysis : helps in identifying key people and networks, determine 
spread of ideas, forecast behaviour and events . It is not a substitute for 
HUMINT but can help supplement and verify it. 



AIMS OF SOCMINT

❖ Govt agencies can use social media platforms internally 

❖ 1) to inform and engage with citizens to build secure communities which 

share information 

❖ 2) to ensure presence to combat misuse of social platforms to spread 

malicious rumours which may trigger problems for internal security and law 

and order and prepare standard operating procedures for times of 

emergency 

❖ 3) to use data available freely on social media platforms to gauge moods of 

citizens on issues, predict patterns and possible flash points of 

disturbances, prevent and react to cyber-crimes 

❖ 4) to build actionable intelligence which may support human intelligence 

efforts which could be shared across agencies, with built in safeguards to 

ensure that there is no encroaching upon privacy of citizens



Global Trends

Using social media for intelligence 

(NATO Strategic Communications Centre of 

Excellence - CT Report)



What is Strategic Communication?

❖ PSYOP?

❖ Information Operations?

❖ Public Diplomacy/Affairs 

❖ Key Leader/ influencer Engagements?

❖ Propaganda?

❖ Disinformation?

❖ Branding / Projection exercise?

❖ Counter-narratives

❖ “Whose story wins?” 



What is Strategic Communication?

❖ Strategic communication defined “as a means of pursuing the ends of national 

strategy, both at home and overseas, and thus establishing a transmission line 

between policy, strategy and action.” Source*: Strategic Communications and National Strategy” A Chatham House Report 

: Paul Cornish, Julian Lindley-French and Claire Yorke , Sep 2011 accessed on 

https://www.chathamhouse.org/sites/files/chathamhouse/public/Research/International%20Security/r0911stratcomms.pdf

❖ Strategic communication is “focused USG (United States Government) processes

and efforts to understand and engage key audiences in order to create,

strengthen, or preserve conditions favorable to advance national interests and

objectives through the use of coordinated information, themes, plans, programs

and actions synchronized with other elements of national power.”-US DoD, 2008

❖ Strategic communication is the more broadly overarching concept targeting key

audiences and focusing on the cognitive dimension of the information

environment

https://www.chathamhouse.org/sites/files/chathamhouse/public/Research/International Security/r0911stratcomms.pdf


Key messages  in a  Strategic  Communication

❖ National /International level : Political message conveying values

❖ Means to showcase legitimacy of action, credibility of intent,  transparency in 

methods, capacity as a security provider ,“responsible actor”. 

❖ Cultivating Engagement, deepen trust, improve understanding in target 

populations.

❖ Improving intra-operability and co-operation between partners .

❖ It is also a  projection of national power, assets, investments, capacity and 

image/branding.

❖ Reflecting cultural awareness and understanding of pre-existing sensitivities 

or grievances

❖ Prescriptive of a hopeful future reinforcing end state desired?



Strategic Communication in CVE 
Ops 

❖ 5Ws & H (Who, What, Why , When, Where and How) 

concept needs to be applied by planners involved in 

Strategic Communication conceptualisation and 

execution.

❖ Rule #No 1 - Strategic Communication for defence 

planners is not just a media management or a PR 

exercise. It is central to mandate and objectives, hence 

needs to be thrashed out in planning of policy



Why ? Strategic Communication?

❖ Lends Legitimacy to action, when ultimate prize is 

influence/persuasion

❖ Ramifications on the conduct of military operations, the image of the 

military as well as troop morale.

❖ Requires  building of narratives that support campaign 

1.Cater to the local , domestic and international audience 

2.Fluid , responsive to emerging counter narratives, adaptive to changing 

situations,  capable to withstand media scrutiny.



How of Strategic Communication

❖ A properly stated information end-state

❖ Awareness of unintended fall outs of selected course of

action/information effects.

❖ Requires an organizational culture attuned to the information

environment

❖ Recognition that strategic communication, as a way to achieve

information effects, consists of many capabilities (means) that are an

integral part of the commander’s arsenal.



How of Strategic Communication

❖ First, planners must define the information environment.

❖ How does the target audience receive their information (TV, radio, 

internet, rumour, religious services, etc.)

❖ Who are the credible messengers? 

❖ Desired effect , i.e. the ends or outcome. 

❖ Does the end state include changing perceptions, influencing people, 

gaining acceptance, gaining credibility and trust, gaining support?

❖ Reflect and build on lessons learnt from campaigns.



SOPs specific to planners

❖ Be Credible

❖ Work with established teams in information gathering and exchange, 

❖ Have multi-faceted dialogue

❖ Be culturally aware

❖ Be tuned into the information environment ,use  24x7 media as a force 

multiplier 

❖ Media interaction, both traditional and online will help enhance 

transparency and legitimacy of effort and counter any rumour mongering.

❖ Empower personnel , circumvent hierarchies and work in real time to 

create effective responses



How of Strategic Communication based on Social 
Media marketing principles

❖ Take advantage of existing successful campaigns
❖ Start with target audience most ready for action
❖ Promote single, simple, ideas-one at a time
❖ Identify barriers to acceptance 
❖ Make access easy
❖ Have a little fun with the messages
❖ Use media channels at the point of decision making
❖ Get commitments and pledges
❖ Use prompts for sustainability
❖ Track results and make adjustments



How of Strategic Communication : Strategy

❖ Position your narrative : frame 

/contextualise issues/ define players/ 

define stakes?

❖ think about language and cultural 

contexts

❖ timing to achieve maximum impact

❖ target: audience/message/influencers

❖ customise your approach

❖ mobilise audiences by identifying key 

messages/issues

❖ mobilise credible messengers

Our Words and Action Adversary Words and Action

What do we say to advance 

our narrative ?

What do they say to 

advance their narrative?

What do we say to discredit 

their narrative?

What do they say discredit 

our narrative?

Actions we take to advance 

our narrative?

Actions they take to 

advance their narrative?

Actions we take to discredit 

their narrative 

Actions they take to 

discredit our narrative

STRATEGIC MESSAGE ACTION GRID



Thinking Strategic Communications: 
Recommendations  

❖ A clear political message, crafted in cohesion with all 

key departments involved is integral to the strategy 

planning exercise and not as an ad-hoc process.

❖ Restrictions and hierarchy in situations that require 

quick reactions will be counter-productive.

❖ Invest in training of officers to engage media 

effectively, including social media. This could be 

started at the YO-level courses and continue up to HC 

and NDC.



Thinking Strategic 
Communications 

❖ Continue to target defence correspondents with regular 

briefings, courses and area tours to inform reportage 

and build transparency.

❖ Re-haul websites of MoD and related services, ensuring 

accuracy of information as well as positive projection.

❖ Finally, the government and the services need to 

institutionalise a cultural shift in mindset, engage in 

the information battle field and not avoid it. Training, 

awareness and a flexible approach are the pre-

requisites.



SOCMINT : Tools and Analysis

❖ ‘Open source Intelligence’ to engage, collate analyse and predict  ie 
Social media intelligence (SOCMINT)

❖ Social network analysis includes studying social networks online and 
offline  and establish relationships and predictive analysis.

❖ Language and sentiment analysis is used to identify patterns in 
linguistic content that reveal insights on events and behaviour.

❖ Crowd sourcing and crowd mapping techniques are also used to 
collate information and draw inferences on hotspots or traffic on the 
internet and enhance accuracy.

❖ BIG DATA Analysis : helps in identifying key people and networks, 
determine spread of ideas, forecast behaviour and events .



Future considerations

❖ How do you embrace an open and responsive approach to content 

and community management with authentic and engaging content? 

❖ What can be learnt from techniques used by the private sector 

whilst maintaining appropriate level of security? What are the 

challenges within each particular platform (Twitter, Facebook, etc.)? 

❖ How do you prepare your team and your organisation to meet the 

needs of a growing community of followers on multiple sites?

❖ How are mobile specific platforms managed and accounted for? 



❖ How The World is Thinking 
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Recommendations for Indian agencies

▪Recognise social media as a medium: The National Cyber Security 
Policy needs to be revised to include social media challenges which 
are distinct from the cyber security threats.

▪Institutionalise and Implement social media policy: The need is to 
ensure enforcement and institutionalisation of this policy across the 
country with immediate effect.

▪Circumvent hierarchies , encourage outreach: “it will need the 
attitude of creating a small start-up within law enforcement agencies, 
which is a difficult thing to achieve.”

▪Empower agencies, build talent, and use specialists: “one can’t 
expect a baton wielding police official to suddenly master technology, 
when he/she doesn’t even have basic computer skills. Building human 
resource capacity will be the big challenge. Curriculums in Academies 
and other training schools need to be revised to include the 
opportunities and challenges posed by social media.” 

▪Replicate and customise “Social Media Labs” Project: Use the 
success and work on the limitations of the social media labs 
experiment for the future and incorporate the best practices  with 
specific mandates.
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Recommendations for Indian agencies

▪ Expand and define scope of public-private partnerships:

▪ Demarcate budgets, standardise tools and platforms: Currently
projects wanting to leverage social media are happening in
isolation driven by individual or particular state police
initiatives.

▪ Outline standard operating procedures: 1) for use of social
media network analysis for intelligence gathering: 2) to be set
in motion in case of a cyber-social media attack 3) for exchange
of information with intermediaries /service providers of social
media abroad.

▪ Rehaul legal regime : focus on loop holes and censorship and
privacy issues :

▪ Continue awareness campaigns, build centres of excellence and
create and exchange best practices
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Feed back welcome 
email: spandalaiidsa@nic.in

shrutipandalai@gmail.com
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